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remote support to
clients that rely on
technology, | know what
it takes to deliver
business continuity. Add
to that another 20 years
of support in the service
industry you’ll not find
another company that
takes customer service to heart as | do. Find out for
your business what a difference it makes. “
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Amazon has announced its Echo devices will no longer have the option to store and process
requests on the device itself, meaning your voice recordings will now be sent to the cloud for
processing.

In an email sent to customers, Amazon explained that the feature “Do Not Send Voice
Recordings” will no longer be available beginning March 28, 2025.

The reason for this change? Al.

“As we continue to expand Alexa’s capabilities with generative Al features that rely on the
processing power of Amazon’s secure cloud, we have decided to no longer support this
feature.” Basically, the processing requests that rely on Al features can’t be done within the
limited processing power of the Echo device itself. This means that voice recordings will be
sent to and processed in the cloud.

Amazon promises the recordings will be deleted after Alexa processes your requests if you
enable the “Don’t Save Recordings” setting (we recommend you do this). But is that promise
enough? And what happens to the data before it’s deleted? After all, it wasn’t that long ago
that Amazon’s Ring camera feeds were available for all staff and contractors to view.

This change confirms existing fears about user privacy with the implementation of the genera-
tive Al version of Alexa.
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Due to financial losses that came with Alexa’s operation, Amazon introduced the Al-powered
Alexa+ which has far more capabilities and should generate more cash-flow. Alexa+ is based
on several major language models such as the in-house development Nova, and Claude from
Anthropic.

In a statement Amazon told TechCrunch:

“The Alexa experience is designed to protect our customers’ privacy and keep their data
secure, and that’s not changing. We’re focusing on the privacy tools and controls that our
customers use most and work well with generative Al experiences that rely on the
processing power of Amazon’s secure cloud.”
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Warning over free online file converters
that actually install malware

The FBI Denver Field Office as warned of
an increasing number of scummy web-
sites offering free online file converter
services. Instead of converting files, the
tools actually load malware onto victims’
computers. The FBI warned specifically
about that malware leading to ransom-
ware attacks, but we’ve also seen similar
sites that install browser hijackers, ad-
ware, and potentially unwanted
programs (PUPs).

The cybercriminals offer any kind of
popular file conversion to attract victims,
with the most common ones

converting .doc to .pdf files and vice
versa. There are also sites that offer to
combine multiple images into one .pdf
file. And it’s not as if these file converters
don’t work. Usually, they will, and the
victim will think nothing more of it. They
might even recommend it to a friend or
co-worker. But in the background, their
system has hidden malware in the file
the victim has downloaded, which is
capable of gathering information from
the affected device such as:

Personal identifying information (PI1)
including Social Security Numbers (SSN).

e Personal identifying information (Pll)
including Social Security Numbers (SSN).
¢ Financial information, like your banking
credentials and crypto wallets.

e Other passwords and session tokens
that could allow the scammers to bypass
multi-factor authentication (MFA).

* Email addresses.

There are a few possible scenarios the
cybercriminals might pursue:

® They encourage you to download a
tool on your device to do the conversion.
This is the actual malware.

® You might be recommended to in-
stall a browser extension that you can
use going forward.

® |n the most sophisticated scenario,
the so-called converted file contains mal-
ware code that downloads and install an
information stealer and everyone who
opens it will get their device infected.

Got IT Problem? - Click Here!

Cyhersecurity threats in 2025

Cybercrime is one of the most significant rising risks that businesses face in 2025, and
cybercriminals do not discriminate when targeting businesses. That said, in many cases,
the bigger or more successful your business is, the more at risk of receiving a cyber
threat you’ll be.

Social engineering

Social engineering remains one of the most dangerous hacking techniques employed by
cybercriminals, largely because it relies on human error rather than technical vulnera-
bilities. This makes these attacks all the more dangerous because it’s a lot easier to trick
a human than it is to breach a security system. And it’s clear that hackers know this:
according to Verizon’s 2024 Data Breach Investigations report, 68% of all data breaches
involve some form of non-intentional human interaction.

In 2023, social engineering tactics were a key method for obtaining employee data and
credentials. In recent years, social engineering attacks have become more sophisticated
and harmful due to technological advances such as deepfakes and Generative Al.
Attacks are becoming more difficult to identify and cybersecurity companies are being
forced to quickly improve their systems.

Common types of social engineering
Here are a few of the most frequent types of social engineering attacks:

* Phishing: Criminals send messages through email, text, or social media, pretending to
be a reputable source with the goal of getting individuals to reveal sensitive information
and data such as bank account info, social security numbers, and passwords.

* Spoofing: Similar to phishing, but the attacker “spoofs” an email address or even an
entire website to deceive individuals. For example, they may change a single letter in an
email and create a landing page that is nearly identical to the original.

* Whaling: A highly strategized phishing attack that personally targets high-ranking ex-
ecutives and officers within a company with the goal of getting access to incredibly sen-
sitive information or sending large sums of money.

* Baiting: Scammers will lure individuals into clicking on fake advertisements with
attractive offers and promotions, such as free products and discounts. The links may
either install malware onto the device or ask individuals to input personal information.

Third-party exposure

Cybercriminals can get around security systems by hacking less-protected networks
belonging to third parties that have privileged access to the hacker’s primary target.
One major example of a third-party breach occurred at the beginning of 2024

when AT&T addressed a massive third-party data breach that affected more than 70
million customers, exposing call and text data, passwords, and more.

This type of cyberattack is especially dangerous as many third parties tend to be much
less secure than the major companies they work with. Third-party threats have become
increasingly more common, and in 2023, 29% of all data breaches occurred due to a
third-party attack.

Artificial intelligence cyber threats

Without a doubt, Al has changed the game when it comes to cyber threats. Al-driven
attacks use machine learning to quickly analyze security systems, identify and penetrate
weak spots. Additionally, cybercriminals are now able to automate attack processes, so
not only have the attacks become more sophisticated, but also more frequent.
According to a 2023 survey from CFO.com, 85% of cybersecurity professionals believe
that the rise in cyberattacks is due to Al tactics.
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With all this said, artificial intelligence hasn’t been all bad news for cybersecurity; it has
actually improved  capabilities in recent years. Security systems that utilize Al have
improved threat detection, are more automated, and can even point out weak points in
your system.

What do volcanos and pets have in
common? They produce dirty air
particles. A solution for pet hair and
dander and dirty air particles.

New technology, such as IBM’s Al threat detection systems, helps businesses stay ahead of
the curve by fighting Al-powered attacks with Al-powered security.
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Quiet Mode for Better Sleep - Fixed
speed mode doesn't frighten pets. The
quiet mode ensures that both you and

Get ahead of the game!

Book your call now

your furry friends enjoy peaceful, 907-855-0501 o ) Ing their tool kit for themselves and their
undisturbed sleep at night & M ,V/‘ s,,*’g customers — for example, to make the

. . o = j{, ‘M process of data exfiltration quicker and
Smart Air Quality Monitoring - PM2.5 x%u easier. Another trick that threat actors
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sometimes pull off is rebranding their
ransomware, changing bits and pieces in the process. This makes ransomware attacks
harder to identify before it is too late.

quality 24/7. The three-color air quality
indicator shows real-time AQl, helping
you keep track of the air quality in your
home and ensure a healthy environment
for your family, and our smart app can
help you monitor at anytime anywhere.

Ransomware attacks also cost companies in the form of income lost while hackers hold
system access for ransom. In 2023, the average length of system downtime after a ransom-
ware attack is 136 hours or 17 business days.
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