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“As a business 
owner, I know you 
don’t have time to 
waste on technical 
and operational 
issues. That’s 
where we shine! 
Call us and put an 
end to your IT 

problems finally and forever!” 
- Your Name, Company 

Get More Free Tips, Tools, and Services at https:// www.dantechservices.com 
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WHY EVERY BUSINESS NEEDS A WEBSITE 
 

DANTECH SERVICES WEBSITES  
DESIGN 

“With over 20 years of 
experience providing 
remote support to 
clients that rely on 
technology, I know what 
it takes to deliver 
business con nuity. Add 
to that another 20 years 
of support in the service 
industry you’ll not find 
another company that 
takes customer service to heart as I do. Find out for 
your business what a difference it makes. “ 

  

 
 
 
 
 
 

 

Technology  Times  January—February 2022 Issue  

 
New Omicron-Themed Phishing Attack is Now Running 

Rampant  
 
 
A mean‐spirited phishing campaign is mocking vic ms a er infec ng their devices 
with Dridex malware, according to Lawrence Abrams at BleepingComputer. 

“Over the past few weeks, one of the Dridex phishing email distributors is having fun 
toying with vic ms and researchers,” Abrams writes. “This was first seen when the 
threat actor began trolling security researchers by using their names combined with 
racist comments as malware file names and email addresses.  
 
Earlier this week, the threat actor spammed fake employee termina on le ers that 
displayed an alert sta ng, ‘Merry X‐Mas Dear Employees!,’ a er infec ng their device. 
In a new phishing campaign discovered by MalwareHunterTeam and 604Kuzushi, this 
same threat actor took it to the next level by spamming emails with a subject of 
‘COVID‐19 tes ng result’ that states the recipient was exposed to a coworker who 
tested posi ve to the Omicron COVID‐19 variant.” 
 
The Omicron‐themed phishing emails state, “This le er is to inform you that you have 
been exposed to a coworker who tested posi ve for OMICRON variant of COVID‐19 
some me between December 18th and 20th. Please take a look at the details in the 
a ached document.”  
 

‐ Con nued on page 4 Got IT Problem? ‐ Click Here! 
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Improve Your Email Delivery Success 
 
Email delivery, especially for businesses, has become increasingly more complex. Emails may 
not only be sent from your primary domain and mail servers, such as Office 365 or Google, 
they may also be sent from contact management pla orms, web servers, or other services. 
Spammers know this, which is why email delivery is more complex in the a empt to knock 
down spoofed emails before they hit someone’s inbox—like your customer’s.  
 
While there are service lists, like SORBS, that list the bad players, and filtering services, like 
Mailprotector (the one we use), these play only a part of what’s needed to protect your   
inbox and business. Their func ons are more to protect incoming email. What if, though, 
emails are sent from servers that pretend to come from your domain or as your email      ac‐
count? How do we be er protect from that abuse? 
 
To protect your domain, business, and its reputa on, a framework has been built that, if im‐
plemented properly, improves email delivery from legi mate sources while limi ng or pre‐
ven ng delivery from spoofers & spammers. If your business relies on email yet also needs to 
stay protected, here’s what’s needed.   
 
There are three primary components: 

SPF (Sender Policy Framework), which iden fies servers or services that are allowed to 
send email for your domains 

DKIM (DomainKeys Iden fied Mail), an email authen ca on standard 
DMARC (Domain‐based Message Authen ca on, Repor ng, and Conformance), a      

service that uses the above two record sets and responses to make sure that the 
services align, or are in agreement, with how your email domains are being used to 
send emails 

 
With SPF, a lookup is done to see if the sending server is listed as allowed to send for the 
domain, and then checks for either a so ‐fail or a hard‐fail. So ‐fail means that even if the 
sending server isn’t listed, then the receiving server should accept it anyway (although it’ll be 
tagged). So ‐fail is great for tes ng, yet once all sending servers and services are iden fied, 
the only effec ve use of SPF is when it’s set to hard‐fail.  
 
DKIM uses DNS records to check a known public record against a secure private record to 
confirm iden ty. This is very similar to how HTTPS, TLS, and SSL work with cer ficates to  
authen cate iden ty. Microso  Office 365 takes many of the challenges out of se ng up 
DKIM by direc ng the requests directly to Microso ’s servers.  
 
DMARC, as noted above, looks to assure that both the SPF and DKIM records are in align‐
ment—that they agree with each other. Plus, it has a repor ng func on built into it that can 
be used to analyze whether the email agrees with the SPF record, the DKIM record, or both.   
 
The goal of all of this is to do the best we can to eliminate spam and/or spoofed (illegi mate) 
messages from being delivered w/o being tagged for either quaran ne or rejec on. In other 
words, we want to assure that messages sent are legi mate.  
 
One item that needs to be confirmed is that any companies or services that send email for 
your organiza on using your domain are iden fied and listed in the SPF record.  
 
While there’s no 100% assurance that emails sent won’t be marked as spam, there are     
organiza ons, such as Yahoo!, that heavily rely on all three components—and will grey list 
delivery if DMARC is not configured. There are numerous reasons for this, such as content, 
subject line, and other factors, yet in todays age of high‐speed digital communica ons where 
85% of all emails sent are considered spam, keeping your organiza on off that list vastly im‐
proves your reputa on and the effec veness of your communica ons. Now all we need is 
for someone to actually read what was sent!                                                                        

‐ Dan  

Business Con nuity 

A business con nuity strategy includes      
iden fying cri cal opera ons, pu ng         
solu ons in place to maintain those           
opera ons in the event of a natural disaster 
or outage, and monitoring and maintaining 
those solu ons.  
 

Why It Ma ers To Our  Customers 
When business disrup on occurs due to a 
natural disaster, u lity outage, or other 
cause, it creates a wide range of problems 
that can lead to significant financial losses. 
Obviously, when opera ons stop, so do    
produc on and sales, but an outage can also 
mean added costs of ge ng equipment back 
on line, paying over me to get back on   
schedule, recovering lost data, and customer 
make‐goods. 
 

Natural disasters can’t be prevented and 
o en strike with li le warning, but they aren’t 
the only reasons opera ons can come to a 
halt. Network or u lity outage, cybera ack, 
hardware failures, and human error can result 
in business disrup ons that can be just as 
damaging to a business’s bo om line. 
 

Why You Need Business Con nuity  
Few would dispute the importance of       
business con nuity, but business may not 
have the in‐house resources to manage it. We 
encountered clients who instead have    
adopted a “head in the sand” posi on, decid‐
ing that the odds are against disaster striking. 
By offering a managed, budget‐friendly     
Business Con nuity as a Service solu on, we 
can    provide these businesses with a way to     
ensure opera ons can con nue without 
pu ng a burden on in‐house resources. 
 

We design total solu ons that begin by    
iden fying cri cal opera ons and performing 
a risk analysis. Then, we iden fy solu ons 
that can ensure produc on and processes can 
con nue and monitor opera ons and        
business con nuity solu ons to ensure     
everything remains opera onal. BCaaS is 
more than just backup and disaster recovery 
(BDR),  although that is a vital part of a     
business con nuity plan.  
 

The plan may also include cellular failover 
routers that enable communica ons and   
internet access when the network is unavaila‐
ble and uninterrup ble power supplies that 
provide emergency power when there is an 
outage.  

Got IT Problem? ‐ Click Here! 
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News from CES 2022 
 

New Studio Laptops With GeForce RTX 3080 Ti and RTX 3070 Ti GPUs 
 

NVIDIA Studio laptops provide the best mobile performance for 3D crea on. The new 
GeForce RTX 3080 Ti Laptop GPU features 16GB of the fastest GDDR6 memory ever 
shipped in a laptop and higher performance than the desktop TITAN RTX. 
 
The new GeForce RTX 3070 Ti also delivers fantas c performance — it’s up to 70      
percent faster than RTX 2070 SUPER laptops. 
 
Next‐genera on laptop technologies are amping up performance. We’ve worked with 
CPU vendors on CPU Op mizer. It’s a new, low‐level framework enabling the GPU to 
further op mize performance, temperature and power of next‐gen CPUs. As a result, 
CPU efficiency is improved and power is transferred to the GPU for more performance 
in crea ve applica ons. 
 
In compute‐heavy apps like Adobe Premiere, Blender and Matlab, we’ve developed 
Rapid Core Scaling. It enables the GPU to sense the real‐ me demands of applica ons 
and use only the cores it needs rather than all of them. This frees up power that can be 
used to run the ac ve cores at higher frequencies, delivering up to 3x more perfor‐
mance for intensive crea ve work on the go. 
 
ASUS, MSI and Razer are launching new laptops with a wide range of designs — and up 
to GeForce RTX 3080 Ti GPUs — star ng in February. 
 

 

New Intel Laptops—What Else Do You Need? 

The 12th Gen Intel® Core™ processor 
teams up types of cores – ‘Performance’ 
and ‘Efficiency’. P‐cores are the heroes. 
They handle the heavy workloads in the 
foreground, like gameplay and 
livestreaming. E‐cores are the sidekicks, 
easing the pressure by cking off smaller 
tasks in the background. And Intel® 
Thread Director is the conductor, switch‐
ing smoothly and smartly between them, so nothing throws your balance. Or slows 
your flow. 

A Desktop in Disguise ‐ Out of this world gaming, anywhere in it. Base  clock speed of 
2.5 GHz. Turbo‐ing up to 5.0 GHz. Combined with increased IPC, next‐level load mes, 
smoother‐than‐smooth gameplay and enhanced memory performance, thanks to the 
newly increased 24 MB capacity, and new‐and‐improved memory controller that sup‐
ports DDR5. Whatever machine you put it in, there’s nothing lightweight about how this 
chip plays. 

Mul tasking Mul plied ‐ Never miss a move. Even on the move. Play, stream, record, 
browse, edit. Some mes all at the same me. From a car, a café, your garden, or your 
gran’s house. Hyper‐Threading and 20 threads means gaming doesn’t have to stop for 
your life. And life doesn’t have to slow down for gaming. 

The Power of Anywhere ‐ Your home studio. To go. (And go and go.) Get a new lease of 
ba ery life, edit in any environment, and produce without a pause. Whenever. And 
wherever. 12th Gen matches heavyweight performance with hard‐working endurance 
so crea vity doesn’t have to be locked to a desk. Or a desktop. 

Got IT Problem? ‐ Click Here! 

Shiny New Gadget Of The Month: 

The Generac 22kw Guardian generator 
provides the automa c backup power you 
need to protect your home and family    
during a power outage. Connected to your 
exis ng LP or natural gas fuel supply, the Wi
‐Fi Alum Enclosed 200A generator automa ‐
cally kicks in within seconds of sensing   
power loss and runs for as long as necessary 
un l u lity power returns. 
 
Features: 
 
Mobile Link™ Remote Monitoring. Allows 
you to monitor the status of your generator 
from anywhere in the world using a 
smartphone, tablet, or PC, for FREE. Easily 
access informa on, such as the current  
opera ng status and maintenance alerts. 
Connect 
 
Smart, User‐Friendly Controls. Generac’s 
Evolu on™ Controller features a mul lin‐
gual LCD display that allows you to monitor 
ba ery status and track maintenance inter‐
vals to ensure your generator is always in 
top opera ng condi on. 
 
Up to whole house protec on with the 200‐
amp, NEMA 3R (aluminum outdoor enclo‐
sure) smart switch True Power™ Technology 
delivers best‐in‐class power quality with less 
than 5 percent total harmonic distor on for 
clean, smooth opera on of sensi ve elec‐
tronics and appliances. Read more here 

Call 907‐885‐0500 
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“New Omicron‐Themed Phishing A ack is Now Running Rampant” 
‐ Con nued from Page 1 

 

If the vic m opens the Excel document and enables macros, their device will be 
infected with the Dridex banking Trojan. In a poor a empt at humor, the          
document will then display a popup showing the COVID‐19 Funeral Assistance 
Helpline number. 
 
“With the COVID‐19 variant being highly contagious and rapidly spreading world‐
wide, phishing emails about the Omicron variant are becoming popular and are 
likely highly effec ve in distribu ng malware,” Abrams writes. “This is especially 
true if the phishing campaign pretends to be from a company's human resources 
department and targets employees from the same company. As Dridex phishing 
campaigns are currently using password‐protected a achments, enterprises need 
to train their employees to spot and avoid these types of a acks. As always, if you 
receive unexpected emails or one that contains unusual a achments, always 
reach out to your network admin or other people in the workplace to determine if 
the email is legi mate.” 
 
And the criminals can be as dumb as they are dishonest and mean‐spirited. This 
par cular campaign can stand in as exhibit A. New‐school security awareness 
training with simulated phishing a acks can enable your employees to avoid    
falling for these a acks.. 
 

Why Every Business Needs A Website 

By Kasey Kaplan 
 

A business’s online presence, regardless of industry, can have a massive impact 
on its success. In this day and age, some businesses s ll don’t realize that a       
majority of their customers will visit their website before making a purchase. Hav‐
ing a strong online presence, par cularly a website, can be make or break for gen‐
era ng more revenue. Yes, the quality of your website impacts results, but the 
purpose of this ar cle to stress the importance of making sure you have a       
website. 
 
I've helped numerous companies of varying sizes create their digital presences. In 
some cases, organiza ons are hesitant to get online because they feel they are 
not tech‐savvy enough and don't understand how to manage a website. Other 

mes, companies are concerned about the price. 
 
The good news is that there’s a solu on out there that will work for you. If you 
s ll need convincing, here are the top reasons it’s important for your business to 
have a website: 
 
Credibility 
 
One of the main reasons you should have a website for your business is to in‐
crease your organiza on's credibility. Chances are there are several providers 
offering a similar service to yours. One way you can stand out is by having a web‐
site that looks good and clearly communicates quality informa on to your con‐
sumers.Without a website, people may ques on your legi macy as a business. 
Having a website is an opportunity to make a great first impression and give peo‐
ple comfort that you’re a real business. 
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Compliance As a Service 

Compliance as a Service offerings are o en 
designed for businesses in industries such as 
healthcare, banking and retail that are      
required to comply with regula ons governing 
their use of IT. Compliance as a Service can 
include any number of solu ons including 
security, patch management, encryp on, 
backup and disaster recovery, and physical 
security. In addi on, the we as a provider  can 
offer services you such as risk assessments, 
monitoring and repor ng, audits, cer fica‐

ons, and consul ng. 
 
Why It Ma ers To Our Customers  
 
Businesses are focused on providing the best, 
most compe ve products and services to 
their customers. Healthcare providers, for 
example, are primarily concerned with provid‐
ing excellent pa ent care resul ng in the best 
possible outcomes, and merchants focus on 
loyalty‐building customer experiences.  
 
Compliance, although undeniably important, 
may not get the a en on it needs. Businesses 
may view complying with regulatory require‐
ments simply as boxes to be checked before 
an audit, rather than maintaining compliance 
on an ongoing basis. This can leave a business 
vulnerable to cyber a ack and data breaches 
— as well as the costs and damage to their 
brands that result. 
 
Why Compliance As A Service Is Important 
 
Examples of highly regulated industries and 
regula ons that can benefit from Compliance 
as a Service offerings include Health Insurance 
Portability and Accountability Act (HIPAA) 
compliance for healthcare providers, Payment 
Card Industry (PCI) compliance or EMV com‐
pliance for merchants, or SOC 2 compliance 
based on American Ins tute of CPAs (AICPA) 
standards.  
 
As we provide solu ons and services to a spe‐
cific industry, we also will broaden our  under‐
standing and exper se of the regulatory   
requirements such as these.   

Ques ons? 
Please call                     

907‐885‐0500 
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“Why every business need a website” 
Con nued from Page 4 

 

Brand 
 

Showcasing your brand to your prospec ve customers is one of the most important things 
that you can do. By clearly establishing who you are, what you represent and what you 
stand for, you increase the chances of your customers buying from you. This is also     
something that can set you apart from your compe tors. Without a website, it can be 
incredibly challenging to do this because people can't easily find quality and reliable     
informa on on your business. 
 
Leads 
 

Perhaps one of the most intri‐
guing reasons to have a website 
for your business is because it 
can increase your chances of 
ge ng leads. Once people find 
you online, become interested in 
your product or service and 
want to know more, they'll know 
how to contact you thanks to the 
informa on on your website, 
which gives you the opportunity to increase your sales. Even though websites have a cost, 
when used correctly, they have a posi ve ROI. 
 
Organic Traffic  
 

Once you're online and have an SEO‐op mized website, you have a chance of showing up 
in Google search results. This means that when people are searching for a product or    
service, there is a chance your website will show up in the results. This gives you the    
opportunity to dras cally increase your customer base. 
 
Saving You Time + Customer Service 
 

Many businesses get calls from prospects or exis ng customers asking simple ques ons 
about loca on and hours of opera on. If you miss a call, the customer is le  unhappy. 
Calls can also distract your staff from focusing on the most important parts of your      
business. A website can reduce these calls and increase internal produc vity. At the same 

me, it helps customers find useful informa on without needing to call, which ul mately 
provides an all‐around be er user experience. 
 
Updates And Announcements 
 

Since your website is on 24/7, it's easy to post updates and announcements to your     
customers. It's a way to keep them up to date on everything that you're doing. When     
something is par cularly relevant to them, it increases the chance of you being able to 
upsell them. 
 
Digital Marke ng 
 

If you plan on leveraging digital marke ng to increase your leads and grow your business, 
you'll likely want to drive traffic to a website or landing page. To do this effec vely,      
leverage historic traffic that has been going to your website so you can target the most 
qualified customers and get the best ROI on your ad spend. This is something that can’t be 
set up retroac vely, so it is best to get your website running early even if you’re not    
planning on running ads at the moment. Websites have become essen al to business  
today. I strongly recommend crea ng one if you haven’t done so already. You can        
improve it over me, but the key is to start. 
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DanTech Services Websites  
Design 

 
DanTech Services hosts websites. We also 
develop sites for our clients. If you’re 
looking to refresh your web presences, 
let us dra  a no obliga on sample for 
you. Below are some examples of sites 
we have built: 
 

 


